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XML INJECTION

Brief XML Injection is a vulnerability that occurs when an attacker

Descriptio | injects malicious input into an XML document or query. This can

n of XML result in unauthorized data access, the modification of the

Injection application’s logic, or data manipulation. XML Injection is often
seen in systems using XML for data exchange, such as web
services or configuration files.

Detailed o User-Supplied Data in XML Queries: XML Injection occurs

Parameter when user input is used in forming XML documents or

s qgueries without proper validation.

o XPath Queries: XPath is used to retrieve data from an XML
document. Unvalidated user input can manipulate these
gueries to return unauthorized data.

« Special XML Characters: Characters such as <, >, ', & and "
play an important role in XML syntax. If these characters
are not sanitized, they can alter the structure of the XML
document or query.

o External Entity (XXE) Injection: If external entities are
allowed, attackers can include references to external files
or network resources to steal sensitive information or
cause denial-of-service attacks.

Step-by- Step 1: Identify Input Fields Handling XML
S o _so e Look for form fields or parameters used in SOAP/REST
Exploitatio -
. requests that accept user input for XML data.
n Guide

Step 2: Test for Simple XML Injection

e Input XML-specific characters (e.g., <test>) to see if the
application returns errors or behaves unexpectedly.

Step 3: Inject Malicious XML Payloads

e Tryinjecting an XML payload to alter document logic. For
example:

e <user><name>admin</name><password>password</pass
word></user>

o If not sanitized, this could manipulate the XML
structure.

Step 4: Perform XXE Injection

e Test by injecting external entities to read server files or
trigger network connections:

-------
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<IDOCTYPE foo [ </ENTITY xxe SYSTEM "file:///etc/passwd" > |>
<user>&xxe;</user>
Step 5: Bypass Authentication or Access Sensitive Data

e If XML is used for authentication or access control,
manipulate the query to bypass checks or retrieve
unauthorized data.

Detailed e Input Validation and Escaping:

Remediati . : . :
emediat Ensure that all user input is sanitized and special XML characters

1?;; ?(l:/:::_le like <, >, & ', and " are properly escaped.
Injection o Use Parameterized XML Queries:

Avoid direct concatenation of user input in XML queries. Instead,
use parameterized queries where possible.

o Disable DTD Processing:

Prevent XXE attacks by disabling DTD (Document Type
Definition) processing and external entity references in your XML
parsers.

e Validate Against XML Schemas:

Use XML schemas to enforce the structure and content of XML
documents. This ensures that only valid XML documents are
processed.

e Limit File Access Permissions:

Restrict access to sensitive files and ensure that your XML
processing libraries do not have unnecessary access to the file
system.

e Use Secure XML Parsers:

Choose modern XML parsers that offer protection against XXE
and XML Injection vulnerabilities. Configure these parsers for
mMaximum security.

LDAP INJECTION
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Brief Description
of LDAP
Injection

LDAP Injection occurs when untrusted user input is used
to construct an LDAP query, allowing attackers to
manipulate the query’s logic. This can lead to
unauthorized access, bypassing authentication, or
retrieving sensitive information from directory services.
LDAP is coommonly used for authentication and
Managing user accounts, so a successful LDAP Injection
attack can compromise an entire application’s user base.

Detailed
Parameters

e User-Supplied Input in LDAP Queries: The
vulnerability arises when user input is used directly
to construct LDAP queries without proper
validation or sanitization.

o« LDAP Query Syntax: LDAP queries often involve
search filters that use specific characters such as &,
% (, and ). When these characters are improperly
handled, they can change the logic of the query.

e Authentication Mechanisms: In systems where
LDAP is used for authentication, user inputs such
as usernames and passwords are often embedded
in LDAP search filters.

e Search Filters and Bind Operations: LDAP search
filters (e.g., (UId=USERNAME)) can be manipulated
through injection, especially in applications that
perform LDAP bind operations for user
authentication.

Step-by-Step
Exploitation
Guide

Step 1: Identify Input Fields Handling LDAP Queries
e Look for login forms, user search fields, or password
reset fields that might interact with an LDAP
server.

Step 2: Test with Basic LDAP Filter Manipulation
e Inject characters such as * or | into input fields and
observe how the application reacts. For example, if
the original LDAP query looks like:
(&(uid=jdoe)(password=passl123))
You might inject:
jdoe) (|(uid=¥))

This would allow an attacker to bypass the authentication
check by forcing the LDAP query to return any user.

Step 3: Bypass Authentication
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e You can attempt to bypass authentication by
injecting queries that always return true. For
example:

jdoe) (|(uid=%*)) (password=wrongpass
This forces the application to authenticate the user
without validating credentials.

Step 4: Perform LDAP Injection for Privilege Escalation
e Inject queries that allow you to gain unauthorized
access to other users or sensitive data. For example:
admin) (|(objectClass=*)) (password=wrongpass
This query might return all directory entries, including
administrative ones.

Step 5: Denial of Service (DoS)

e Inject wildcard characters like * to retrieve a large
number of results from the LDAP directory,
overwhelming the server and causing a denial of
service.

Detailed
Remediation
Guide for LDAP
Injection

e Input Validation and Sanitization:

Escape Special Characters: Properly escape characters
like * |, & and () that can alter LDAP queries. Most
programming languages offer LDAP-specific sanitization
functions, like StringEscapeUtils.escapeldapFilter() in
Java.

Whitelist Input: Implement strict input validation by
accepting only known, trusted values (e.g., alphanumeric
usernames), and rejecting any special characters not
explicitly needed.

 Use Parameterized LDAP Queries:

Similar to SQL Injection, parameterized queries prevent
direct user input from manipulating the query structure.
Always use safe APIs that separate query logic from user
data.

e Limit the Scope of LDAP Queries:

Restrict the LDAP search scope to specific Organizational
Units (OUs) or objects. Limiting search results to specific
contexts minimizes the potential impact of an attack.

e Strong Authentication and Access Controls:

Multi-Factor Authentication (MFA): Require MFA for
critical LDAP-based operations like authentication and
account recovery.

Access Control Lists (ACLs): Define strict ACLs to limit
who can perform LDAP queries and the type of data they
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can access. Even if an injection attack occurs, this reduces
the risk of exposing sensitive information.

e Log and Monitor LDAP Activity:

Implement logging for LDAP queries and monitor for
unusual patterns or large result sets, which could indicate
injection attempts.

e Restrict LDAP Error Messages:

Avoid displaying detailed error messages that could
reveal the structure of the LDAP query or expose other
useful information to attackers.

e Regular Audits and Penetration Testing:

Conduct regular code reviews and penetration tests to
identify LDAP Injection vulnerabilities in your applications.
Automated tools can be used to test for injection flaws
and help fix them before they're exploited.

HTML INJECTION

Brief Description of | HTML Injection occurs when an attacker injects
HTML Injection malicious HTML code into a web application, which
then gets executed in the browser. Unlike Cross-Site
Scripting (XSS), which targets client-side scripting
(e.g., JavaScript), HTML Injection involves injecting raw
HTML that can alter the structure and content of a
webpage. This can lead to defacement, unauthorized
content insertion, or other unintended behaviour in
the user interface.

Detailed Parameters e User-Supplied Input Rendered as HTML.:

HTML Injection occurs when user input is rendered in
a webpage without proper sanitization or escaping,
allowing attackers to manipulate the page's structure.

e Lack of Input Validation:

HTML Injection thrives when input validation is
missing, allowing an attacker to include HTML
elements like <div>, <img=>, <iframe>, etc., within the
response.

e« Dynamic Content or Comment Sections:
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Fields such as comment sections, search results, and
user profile forms are particularly vulnerable because
they are dynamically rendered and displayed.

e Improper Encoding:

Failing to encode output before rendering it on a
webpage allows the injected HTML to be interpreted
and executed by the browser.

Step-by-Step
Exploitation Guide

Step 1: Identify Input Fields That Reflect HTML
Content
e Look forinput fields such as comment
sections, feedback forms, or search bars where
the user’s input is reflected on the webpage.

Step 2: Inject Basic HTML Tags
e Start by injecting harmless HTML elements,
such as:
<b>This is bold text</b>
If the text is displayed in bold, it indicates the input is
not sanitized and the application is vulnerable.

Step 3: Test with More Complex HTML Tags
e Inject tags like <div>, <table>, <iframe>, or
<img> to further manipulate the structure of
the page. For example:
<img src="invalid" onerror="alert('Injected')">
o This could inject an image element with
a malicious payload.

Step 4: Insert Malicious HTML Payload
e Inject malicious payloads to create iframes or
links that lead to malicious sites or insert
unauthorized images. For example:
<iframe src="http://malicious-site.com"></iframe>

Step 5: Deface the Web Page
e By injecting elements such as <hl> or <script>,
you can manipulate the appearance of the
webpage or redirect users to a malicious site.

Detailed
Remediation Guide
for HTML Injection

¢ Input Validation and Sanitization:

Sanitize User Input: Ensure that user input is
sanitized by removing or escaping dangerous HTML
tags. Libraries like htmlpurifier (PHP) or DOMPurify
(JavaScript) can help strip unwanted HTML content.
Whitelist Allowed HTML Tags: If you need to allow
some HTML tags (e.g,, in a rich text editor), implement
a whitelist of safe tags and attributes.
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e Output Encoding:

Encode all user-supplied input before displaying it in
HTML. Use functions like htmlentities() (PHP) or
HTML-encoded characters to ensure that input is not
interpreted as HTML code.

e Content Security Policy (CSP):

Implement a Content Security Policy (CSP) that
restricts the types of content that can be loaded or
executed in the browser. This can help mitigate risks
associated with injected content.

e Use HTML Escaping Libraries:

Many programming languages have libraries for
safely handling HTML output. Use these libraries to
ensure that user inputs are properly escaped before
rendering. For example:

o PHP: htmlispecialchars()

o JavaScript: document.createTextNode()

o Python: html.escape()

e Limit Use of HTML in User-Generated
Content:

If possible, restrict or disable the use of HTML entirely
in user-generated content. Provide safe alternatives,
such as markdown or WYSIWYG editors, that restrict
HTML content.

e Input Length Limits:

Limit the length of input fields to reduce the risk of
large HTML payloads being injected.

e Sanitize on Both Client and Server Side:

Always sanitize user input on the server side to ensure
it is safe, even if client-side checks are bypassed.

e Log and Monitor HTML Injection Attempts:

Set up logging for any input that contains HTML-like
syntax. Use intrusion detection systems to monitor
and alert administrators of potential injection
attempts.

e Regular Security Testing and Audits:

g
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Perform regular security testing, including
penetration testing, to identify and fix any HTML
Injection vulnerabilities. Automated tools like Burp
Suite or OWASP ZAP can help detect these issues.

BRUTE FORCE ATTACK

Brief Description | A Brute Force Attack is a trial-and-error method used by
of Brute Force attackers to guess or crack passwords, encryption keys, or
Attack login credentials by systematically trying all possible
combinations until the correct one is found. The attack
can be automated using tools to speed up the process
and is most effective against weak passwords or poorly
configured authentication mechanisms.

Detailed e User Authentication Fields:

Parameters , .
The attack typically targets user login interfaces,

password reset mechanisms, or any field requiring
authentication, such as usernames, passwords, or PINs.

e Weak Passwords:

Short, simple, or common passwords (e.g., “password123”,
“admin”) are more susceptible to brute force attacks due
to the limited number of possible combinations.

 Lack of Account Lockout Mechanism:

Systems that do not lock accounts after multiple failed
login attempts are particularly vulnerable to brute force
attacks, as the attacker can try an unlimited number of
combinations without consequence.

e Password Length and Complexity:

The longer and more complex the password (involving
upper and lower case letters, numbers, and special
characters), the more difficult it is to break using brute
force.

e Absence of Multi-Factor Authentication (MFA):

Systems that rely solely on passwords without an
additional layer of security, such as MFA, are easier to
exploit through brute force techniques.

Step-by-Step Step 1: Identify the Login Form or Authentication
Exploitation Interface
Guide

gD
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e Look for login forms, administrative panels, or any
other authentication mechanism on a website or
system.

Step 2: Use a Brute Force Tool
e Tools like Hydra, John the Ripper, or Medusa can

be used to automate brute force attacks. These
tools take a list of usernames and passwords and
try different combinations until they find a valid
one. Example command with Hydra:

hydra -l admin -P /path/to/password_list.txt example.com

http-post-form

"/login:username=AUSERA&password=APASSA:F=incorrect"

Step 3: Generate a List of Possible Passwords
e Use a dictionary attack (if you have a wordlist) or
generate passwords using a combinatorial
approach. The more sophisticated the password
generator, the more likely you are to succeed in a
brute force attack. Wordlists like rockyou.txt are
commonly used for this purpose.

Step 4: Configure the Attack Parameters
e Set the username (if known), or try a list of possible
usernames along with password combinations.
Tools like Burp Suite or OWASP ZAP can be used
to automate attacks in web applications.

Step 5: Observe the Responses
e Monitor the system's response to each login
attempt. When the login is successful, you will gain
access to the target account.

Step 6: Account Takeover or Privilege Escalation
e Once successful, use the credentials to log in and
gain access to sensitive data, perform actions on
behalf of the user, or escalate privileges within the
system.

Detailed
Remediation
Guide for Brute
Force Attack

e Implement Strong Password Policies:

Enforce a policy that requires long, complex passwords.
Use at least 12 characters with a mix of upper and
lowercase letters, numbers, and special characters to
increase the difficulty of brute force attacks.

e Rate Limiting on Authentication Attempts:

Implement rate limiting or throttling to restrict the
number of login attempts within a specific time window.

.'|.:.1

-------
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This helps to slow down brute force attacks by reducing
the speed at which they can be performed.

¢ Account Lockout Mechanism:

After a predefined number of failed login attempts (e.g., 5
attempts), lock the account temporarily or require
additional verification (such as CAPTCHA or MFA) before
the user can attempt to log in again.

e Multi-Factor Authentication (MFA):

Implement MFA to add an additional layer of security.
Even if an attacker guesses the correct password, they
would still need a second factor (such as a token,
fingerprint, or one-time code) to access the account.

o CAPTCHA:

Integrate CAPTCHA systems to prevent automated tools
from submitting forms. This will make it difficult for brute
force tools to automate login attempts.

e Use Password Hashing:

Store passwords using strong, one-way hashing
algorithms (e.g., bcrypt, Argon2) with salt to ensure that
even if the database is compromised, passwords cannot
easily be decrypted or guessed.

e Monitor and Alert on Suspicious Login Attempts:

Set up monitoring for multiple failed login attempts and
create alerts for any suspicious activity. If an account
shows signs of brute force attempts, notify the user
and/or system administrators.

« Enforce Password Expiration Policies:

Require users to periodically change their passwords, and
enforce password history policies to prevent them from
reusing old passwords.

e Implement Account Activity Logs:

Maintain detailed logs of all login attempts (both
successful and unsuccessful) and regularly review them
for signs of brute force activity or unauthorized access
attempts.

e Use Honeypots:

Deploy honeypots to detect brute force attacks early.
These are decoy systems that attackers may target,

g
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allowing you to identify malicious activity before they
attack your real system.

XPATH INJECTION

Brief Description of | XPath Injection is a security vulnerability that occurs
XPath Injection when an attacker manipulates user input to alter the
logic of an XPath query. XPath (XML Path Language)
is used to navigate and query data in XML
documents. If user input is directly inserted into
XPath queries without validation, it can be exploited
to bypass authentication, access unauthorized data,
or modify data.

Detailed Parameters e User-Supplied Input in XPath Queries:

The vulnerability occurs when user input is
concatenated directly into XPath queries, allowing
attackers to manipulate the query structure.

o XPath Syntax:

XPath expressions use various operators (e.g., /. /. =, @,
*) to locate and select data nodes within an XML
document. Manipulating these operators can change
how the query retrieves or processes information.

¢ Input Fields Involving XML Data:

Applications that accept user input to search XML
databases or authenticate users often expose
themselves to XPath Injection if input is not sanitized
properly.

« Boolean XPath Queries:

XPath queries often return Boolean values (true or
false), especially in authentication systems. By
manipulating the query, attackers can craft
expressions that always return true, bypassing
security checks.

Step-by-Step Step 1: Identify Input Fields Using XPath
Exploitation Guide e Look for fields such as login forms, search
Guide forms, or any features interacting with XML

databases. For example, a login form using

XPath might query like this:
/lusers/user[username/text()='inputUsername' and
password/text()='inputPassword']

Step 2: Inject Malicious XPath Expressions
e Inject an XPath expression that modifies the
logic of the query. For example:

MOS
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tor '1'="1

In the context of the above query, this would bypass
authentication by always evaluating the condition as
true:

/Jusers/user[username/text()=""or '1'="1"and
password/text()='inputPassword']

Step 3: Test with Additional Conditions
¢ Inject additional conditions using or, and, or *
to bypass security checks or retrieve
unauthorized data:
"or 'I'="1"or'a'='a

Step 4: Data Extraction
e Insearch fields or user information forms, inject
XPath queries to retrieve more information
than intended. For example:
/lusers/user[name/text()="admin' or '1'='T"]
This could potentially return all users rather than just
the admin.

Step 5: Denial of Service (DoS)
e Byinjecting // or * an attacker can craft a query
that retrieves a large number of nodes, causing
a performance issue or denial of service:
/lusers/user//*

Detailed
Remediation Guide
for XPath Injection

¢ Input Validation and Sanitization:

Whitelist Approach: Validate all user inputs against a
strict whitelist of allowed characters and inputs. If
input should only be numeric, restrict it to numbers
only.

Escape Special Characters: Escape or remove any
special characters that could be used for coommand
injection (e.g.; |, & >, <, $, &&, etc.). Many
programming languages offer built-in functions to
escape such characters.

PHP: escapeshellcmd()

Python: subprocess.run()

e Avoid Direct System Command Execution:

Use Safe APIs: Instead of directly calling shell
commands using system() or exec(), use language-
specific functions or libraries designed for safe
execution. For example:

In Python, use the subprocess module instead of
os.system().

MOS
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In PHP, avoid using shell_exec() and use language
constructs that don't involve command-line
execution.

e Parameterized Commands:

If you must interact with the command line, ensure
that user input is parameterized properly, and avoid
concatenating user input into system commands. For
instance, instead of:

system("ping " . $_GET['ip');
$ip = escapeshellarg($_GET['ip']); system("ping $ip");

e Principle of Least Privilege:

Run Applications with Minimum Permissions: The
application should run with the minimum necessary
privileges. If possible, isolate risky components (such
as those that run shell commands) in a secure,
restricted environment, like a sandbox or container, to
minimize potential damage.

User Privileges: Do not run web applications or their
dependent services as root or administrator. This
limits the attacker's ability to escalate privileges if they
successfully inject commands.

¢ Regular Code Reviews and Audits:

Periodically review code that interacts with system
commands or shell environments, especially those
taking user inputs. Perform thorough security audits
to identify potential command injection points.

Use Static Analysis Tools: Static analysis tools can help
detect dangerous functions and insecure input
handling in code. Incorporate these tools into your
development pipeline to catch vulnerabilities early.

e« Web Application Firewalls (WAFs):

Implement a WAF that can detect and block
common command injection attempts by filtering
out malicious input patterns. WAFs are a
supplementary security measure that helps mitigate
injection attacks.

¢ Limit Command Execution:

Limit the range of commands that can be executed
by the web application. For example, if the application
needs to execute system commands, restrict its

g
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permissions to only specific commands (e.g., only
ping, not the entire shell).

e« Log and Monitor:

Log all system commands executed by the
application and monitor these logs for suspicious
activity. Monitoring command execution can help
detect and respond to command injection attacks in
real-time.

e Input Validation and Escaping:

Escape Special Characters: Properly escape
characters used in XPath expressions (e.g., /. /", = @,
and *). Ensure that special characters are not
processed directly within XPath queries.

Whitelist Input: Implement strict input validation by
only allowing known good characters and rejecting
any unexpected characters. This prevents malicious
input from altering query logic.

e Use Parameterized XPath Queries:

Similar to SQL Injection, parameterized XPath queries
ensure that user-supplied data is treated as data
rather than part of the query. This separates query
logic from user input and prevents injection attacks.

e Limit the Scope of XPath Queries:

Restrict the scope of XPath queries to retrieve only
necessary data. For example, limit searches to specific
elements or attributes rather than querying the entire
XML document.

Use XML Schemas for Validation:

Validate all XML input against predefined XML
schemas (XSDs). This ensures that only well-formed
XML documents are processed and reduces the risk of
injection.

e Strong Authentication and Access Controls:

Multi-Factor Authentication (MFA): Require MFA to
secure sensitive operations that rely on XPath queries,
such as login or administrative functions.

Role-Based Access Controls (RBAC): Implement
strict access controls to ensure that only authorized
users can execute XPath queries that involve sensitive
data.
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e« Logging and Monitoring:

Implement logging for all XPath queries and monitor
for unusual patterns or large result sets. Look for
unexpected query behaviour that might indicate an
injection attempt.

e Error Handling and Message Control:

Avoid exposing detailed error messages to users.
Detailed error messages may give attackers hints
about the structure of your XPath queries. Display
generic error messages to users, while logging
detailed information for administrators.

e Regular Security Audits and Penetration
Testing:

Perform regular security audits to check for XPath
Injection vulnerabilities. Use penetration testing tools
to simulate attacks and find weaknesses in your
application’s handling of XPath queries.
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